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Abstract

This article aims to analyze the nature of “deepfakes” and to establish the necessity
for differential and aggravated sentencing for this specific and acute form of com-
puter-related forgery within the Iranian criminal law system. The central questions
addressed are: How does the nature of a deepfake differ from traditional computer
forgery? What necessitates the imposition of aggravated penalties for deepfakes
compared to simple computer forgery in Iranian penal system? And, from a com-
parative perspective, can instances of differential and aggravated criminalization of
deepfakes be found in other penal systems? The findings indicate that, on the one
hand, instances of deepfake commission—as a prominent manifestation of the mis-
use of emerging Artificial Intelligence (Al) technologies—are on the rise, leading
to diverse ethical and security consequences. On the other hand, due to the extreme
manipulation and distortion of audiovisual computer data inherent in deepfakes,
this phenomenon must be regarded as far more complex than ordinary computer
forgery. Furthermore, various ethical, economic, political, security, and technical
grounds justify the determination of differential and aggravated punishment for
deepfakes as opposed to ordinary computer forgery. Consequently, it is argued that
the Iranian legislature, following the developments in other penal systems such
as those of China and the United States, should move toward the differential and
aggravated criminalization of deepfakes.
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1. Artificial Intelligence (AI)
2. Deep Forgery
3. Computer (Cyber/ Digital) Forgery
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